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Ab51racl. The major barriers to the Implementation of electronic oommerc:e by 
businesses globally arc well understood. These comprise security and pnvacy 
Issues, the lack of estabhshed regulations governmg commercial behaviour lind 
hobili,y, and the lack of universally accepted standards. In this article. we focus 
on the security concerns of AU5tmiian SMEs. Medium, and especially smllll, 
enterprises are hindered in the implementation of communications security 
technology by a lack of cxpenizc and a poor understandmg of the services and 
resources available 10 them. As a response: to this situation. we examme the 
facilities avallable to Austrahan SMEs which help them to make reasonable Co 
secunty decisions as part of an overall &busmess stratcgy. We demonstrate 
that there arc sufficient resources at appropnate levels of availability to enable 
small and medium Australian enterprises to implement communicatlons 
seeumyeffectively. 
• Introduction 
As the usc of technology in business increases, the ways businesses 
implement those technologies playa major role in business success. Small 
and medium enterprises, in particular, are oAen hindered in their usc of 
technology by a lack of expertise and by poor understanding of the services 
and resources available (BEHRENDORFF, 1996). 
The Internet was not designed for business purposes. It was basically 
designed as an open medium for free, uncensored communication and 
exchange of infonnalion (BERMAN, 1997). It is inherent ly unsuited to 
companies, which expect a regulated business environment (SPAR, 1996). 
The implementation of the Internet within the workplace has ;,troduced 
serious new concerns for busi ness (COCKBURN , 1996; ERNST & YOUNG, 
1996; ABELL, 1996). Hackers, competitors, disgruntled employees and ex-
employees can cause damage, disruption and uncertainty by exploiing many 
internet vulnerabilities (DO DDRELL, 1995). 
In 2000 there were 1,233,200 private sector small businesses in Australia, 
which contributed 97% of all private sector business. These companies 
employed 3.6 million people or 491'/0 of all private sector employment 
(AUSTRALIAN BUREAU OF STATISTICS, 2000). In other words, SMEs 
emptoy half of the Australian workforce. These businesses contribute to 
economic growth, social cohesion, innovative ideas and employment as well 
as regional and local development. 
TIle above statistics indicate how crucial e-business security is for SME 
growth and for the national economy. But despite the fact that many SME 
stakeholders are willing to engagc and acquire new tcchnologies, the major 
hurdle in implementing new technology lies with the technology itself. The 
current paper highlights the barriers involved for SMEs in inplementing e-
business securely, and provides strategies to assist SMEs to successfully 
integrate e-business security strategies into their current business processes. 
The next section of the paper considers electronic commerce issues which 
affect business on a global scale. Trust is introduced as an important aspect of 
the move to e-business - trust in the reliability of the process, and in being 
able to communicate business details securely across electronic channels. In 
section three, we focus particularly on Australian small and medium business 
and their security concerns. This includes an examination of recent electronic 
attacks on business. 
In the fourth section, we assess the resources available to Australian 
SMEs, providing in an Appendix the details of cost nnd ease of 
implementation of these resources. These guidelines assist SMEs in choosing 
solutions based on their in-house technical expertise, the budget available and 
their future needs. This section is followed by a chart outlining an c-security 
business strategy for SMEs which depends on the level of risk assigned to 
their business data. 
• G lobal e-Business Issues 
While electronic commerce offers promises of lower market entry costs and 
the ability to extend geographic reach to a much larger market, there are many 
perceived barriers to implementation which impinge on a company's decision 
to take up this route. 
In (McCONNELL, 2(00), the authors ask the question 'Can the processing 
and storage of networked infonnation be trusted?' They point out that the 
answers involve issues such as the 'strength of legal protections ... in 
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protecting intellectual property rights ... extent of efforts to protect pri vacy; 
strength and effectiveness of the legal framework to address and prosecute 
computer crimes, authorize digital signatures, and enable public key 
infrastructures.' eRA TNASINGAM, 2002) also argue this case, stating that 
'value creation in B2B e-commerce is heavily dependent on technol ogy trust'. 
In the anicle, the authors define technology trust as ' the subjective probability 
by which organizations believe that the underlying technology infrastructure 
is capable of facilitating transactions according 10 their confident 
expectations.' And they demonstrate by means of a survey of about 300 
businesses that companies view technology trust as another source of business 
value. 
Trust of the technology is not the only issue. Ratnasingam et a1. identify 
three aspects d'trading partner trust which they detennine to be significant 
factors in e-commerce perfonnance. These are 
• a reliance on trading partners' skills, technical knowledge and ability 
to fu lfil BlB contracts; 
• consistent behaviour that provides sufficient knowledge for other 
trading partners to make predictions on their reliabi lity and honesty; 
• a sense of goodwill which encourages further commitments and 
mutual relationships. 
The report (McCONNELL, 2000) is also relevant here. Forty-two 
countries arc examined in lenns of thei r a-readiness attributes. Based on 
criteria which include the strength of legal protections available and the 
effectiveness of that legal framework to enable on-line business and to 
address and prosecute computer crim es, it is seen that twenty of these 
countries need substantial improvement, twenty-one of these countries need 
some improvement, and only one country has the conditions suitable to meet 
the above criteria. 
A third barrier, especially to small business, is the necessary long ternl 
commitment to change in business processes. This is expensive in tenns of 
training time for both employer and employee, and involves not only initial 
restructuring, but also follow-up procedures to ensure that the change 
cont inues smoothly. The impact of the change on the rest of the organ ization 
must also be monitored. To quote (ARIBA INC, 2000) , 'the action plan for 
eCommerce deployment...is best thought of as a li ving slr.ltegy, one that will 
evolve to fit the organization as its requirements and capabilities grow over 
time.' We note that risk assessment is a very important part of this evolution, 
and will return to Ihis laler in the paper. 
A fourth barrier is organizational culture. (LICHTENSTEIN, 1998, 2000) 
and (LICHTENSTEIN and SWATMAN, 1997a,b) repon that in internet-
connected companies it is common for employees 'to spend time surfing the 
internet for personal purposes, exchange personal 6omai!, download games, 
images and non-work-related software, shop, bank, check stock prices, and 
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use chat groups'. These actions impinge on the security of the business 
network, as viruses may be attracted into the system through internet 
connections. The legal and insurance status of the business then comes into 
question if the nonnal company operations are adversely affected because of 
non-business related electronic problems induced by behaviour desc.-ibed as 
above. 
A fifth, and major, barrier to e-business is the technology itself. T he fi rst 
generation of e-business systems, based on electronic data interdE.nge (EDI) 
networks, were designed for large organizations with the resources to 
implement them. It has taken several years to reach the stage of even thinking 
of how the small business might be enabled to transact electronically. 
In addition, a move to e-business requires knowledge of computer 
architecture and of network security, areas not usually within the expertise of 
employees in a small business, and so additional salary and hardware costs 
become an up-front expense for which the return on investment is not cel1ain. 
Finally, the issues of security and privacy provide a sixth major barrier 
which we investigate more fully in the Australian context in the next section. 
• Security issues and Australian SM Es 
A recent Yellow Pages survey was designed to test the attitudes IOwards and 
experiences of e-business of 1,800 SMEs across Australia. (TELSTRA, 
2002). The research was undenaken in May of 2002. 
A small business was defined as a busi ness with under 20 employees, 
whi le a medium business was defined to have between 20 and 200 employees. 
While 91% of small business and 97 % of medium-sized businesses used 
computers in their business, 7golo of small and 95% of medium business were 
connected to the lntemct. The two principal reasons for having Internet 
connections were cited as .e-mail communication with clients, customers and 
suppliers' (94% of all SMEs with Internet access), and 'to get infonnation 
about other businesses, products and services' (82% of all SMEs with access). 
SMEs in the survey defined electronic commerce as 'undertaking business 
on-line' including prOClSement. In 2002, under 50% of medium-sized 
businesses surveyed accept orders and receive payments online; under 30010 of 
small businesses accept orders and receive payments online. 
The main area of concem in re lation to engaging in electronic commerce 
cited by SMEs surveyed was 'security and the ability or people to hack into 
their systems'. 
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An independent study by the World Infonnation Technology and Services 
Alliance (WITSA, 2(xx») indicates that the major concerns of organisations 
(small, medium and large enterprises are included) who wish to engage in 
global e-commerce are: 
• Payment: security of payments affected by new technologies and 
differences between economies. 
• Security: fear that echnology infrastructure is not robust enough to 
prevent attacks. 
• Privacy: uncertainty about how well infonnation pri vacy and data 
integrity is protected. 
• Authentication: uncertainty about the identity of communicating parties. 
• Compliance: few established regulmions governing commercial 
behaviour. 
• Risk: companies uncertain of business risks of deploying electronic 
commerce. 
• Standards: lack of universally accepted standards. 
• Liability: lack of established methods of recoursc. 
While many SMEs may not be involved in proprietary work, they sti ll 
maintain customer and client information and details about their orders that 
they may want to keep confidential. This infonna tion might be stored 
electron ically on one computer, on one server or distributed electronically 
throughout the business. 
As long as the computer is used for infonnation gathering and information 
is stored on it, there is always a risk of losing infonnation and a risk that 
information will be changed, either accidentally or makiously. Malicious 
attacks on computer systems can originate ei ther from within the organization 
or from outside it. 
A number of different types of computer attacks were perpetrated on 
businesses during 2002 according to the 2002 Australian Computer Crime and 
Security Survey (AUSCERT, 2(02). The survey was of primari ly large 
organizations, well over the size of those companies which are the subject of 
this article. Nevertheless, the full scope of available attacks on SMEs can be 
seen by looking at those perpetrated on large business. 
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Figure I, Percen/uge vill//(Ict f>1X!~ vn AIISlmUon lorge business in 2002. 
For many years, the greatest threat to a business' electronic data integrity 
was the malicious employee who, with inside infonnation about the system, is 
able to steal, destroy or pass on important inforn13tion. It is interesting to note 
that in 2002, for the first time in Australia, the threat of external attack has 
now surpassed the threat of internal attack. Eighty nine percent of Australian 
organisations suffering a computer securi ty incident in 2002 were attacked 
externally, while less than sixty-five percent were altacked internally 
(AUSCERT,2oo2). 
• The Australian e-Security environment 
'Using the Internet in commercial envirolUllents introduces new risks - most 
notably the interception of data in transit by competitcr.; or criminals and the 
hacking of sensitive caporale databases' (LICHTENSTEIN, 2000) . 
In this section, we refer to the types of attacks listed in Figure I above. In 
many cases, both technical and management solutions are available to deal 
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with them. We fi~t describe, under the 'technical' heading, some of the 
software solutions available on the market which would be suitable for use by 
small and medium business. In the Appendix following the Conclusion 
section, we give some explicit details of products, including, in some cases, a 
general price range in 2003 Australian dolla~. We wish to make it clear to 
the reader that we are not advocating any particular product On the contrary, 
we refer to several web sites where reviews of tile items are availabe. 
:r Technica l 
Virus, norm a nd Trojan protectio n 
Viruses, wonns and Trojan attacks can result in unauthorized access, sabotage 
and degradation of network performance. 
Software to deal with all of these is simply classified as 'anti-virus' and is 
available widely on the market. Proper implementation of an anti-virus 
requires regular updates and upgrades on the sClVer as well as at workstation 
level. Proper implementation of anti-virus upgrades can reduce virus, worm 
and Trojan infections significantly. 
Virus attacks are increasing in number and becoming more sophisticated. 
Current desktop application software is susceptible to misuse by viruses 
which can enter an organization through three primary ways: files shared 
between home and work computers, files downloaded from internet sites and 
files that come into an organization as e-mail attachments (MAlWALD, 
2(0 1). 
The test risk management techniques involve strong anti-virus software 
being created for the organization to control viruses at three points: servers, 
desktops and email systems. Continuous upgrades and updates ensure that 
new vulnerabilities and infections are avoided. 
Back-up and recovery 
One of the most important aspects of properly maintaining a communications 
system is a policy for regular back-up of data which provides a simple means 
of recovering data lost in an active system. Depending on the backup policy 
implemented, the whole system can be restored if it is lost through accidental 
deletion of files or intentional attempts to hide or delete records. 
An alternative, but significantly more expensive option is ' High-
A\'aila bility', the name given to a method which essentially replicates the 
business system on two sites, so that if one is having a problem, business can 
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continue on the second. Down time and loss of data are usually minimal. 
Under nonnal conditions, both sites would not be affected by the same kind of 
disaster. This solution should be considered for a medium-sized organization 
which is heavily dependent on its computer systems and which has large 
amounts of data flowing in or out of the system. 
Backup comprises making a copy of essential data which can then be 
recovered if a disaster occurs. Backups can be implemented within the 
business operating system or can be handled by a third (lIrty. Companies such 
as Veritas, Computer Associates and Dantz provide lhis service. 
Firewalls 
Increased connectivity between organizations promotes marketing, research 
and t>business, while also opening the door to attacks on the system from 
outside. Research shows (see Figure I) that, in 2002, 39% of attacks were 
from unauthorized access. This usually means that attackers were able to lind 
an open connection into the network, or to access it through lhe c-mail 
system. 
Hardware and software firewalls arc designed to deal with this problem. Some 
hardware fircwalls are bundled in with hardware appliances and others work 
as third party products installed on gateways or on a personal workstation. 
Depending on the number of connections to the Internet and the number of 
users on the network, SMEs can implement lirewall hardware as well as 
software. A software lirewall operates well in a small environment and 
usually caters for personal use or for a small number of computers accessing 
the Internet from one gateway. As the number of computers increases, the 
perfonnance decreases, thus, to maintain the quality of service of the network, 
hardware firewalls are highly reconunended for a larger number of users. 
The firewall itself will not secure the network unless all the vulnerabilities 
are managed properly. Proper firewall architecture and configuration are key 
factors to keeping hackers away from the network. 
A Ulh entication 
Authentication techniques ensure that only authorized users gain access to 
infonnation within an organization. Thus, they prohibit access to unauthorized 
users, while at the same time guaranteeing access to those with the correct 
credentials. Such techniques are based at the operating system level and 
configured during initial setup of the operating system. 
Access control to different infom13tion areas within the organization can be 
set up using authentication. 
Authentication includes, as an important component, the use of passwords. 
It is importam for a company to fonnulate a policy for ils employees on such 
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items as the length of the password and the frequency of changing the 
password, and 10 have Ihe company operating system maintain a password 
history as well as storing passwords in encrypted form. 
Operating systems also allow administrators to set up user policy for login 
times, failed login attempts, file and directory pemlission and dia~in 
connection attempts. Thus the administrator can monitor the system activity 
of inside users and minimize the occurrences of unauthorized access 10 
infommlion. 
Where dia~i n access to a company's operating system is possible, there is 
a greater threat of eavesdropping and wiretapping. There are different types 
of technologies available to properly secure the dial up connection in order to 
minimize this problem. Dia~Back modems and encryption devices and 
dynamic password methodologies can be used in order to authenticate users. 
Encryption and digit al ce r tifi cates 
Encryption allows panies to transfer sensitive infommtion across an insecure 
network. It can also be used as a 'digital signature' to certify documents, 
confirming that they have not been altered, and that the dates and signatures 
are as originally intended. Sensitive infommtion can be stored or transferred 
using digital certificates from certifying authorities (CA). 
By implementing eocryption, organizations can perform online 
transactions, as a CA also provides secure server identification which 
authenticates an organization's lawful business operations. This minimizes 
financial fraud during online payments, eavesdropping, telecommunication 
fraud and wiretapping. The usc of digital signatures can also decrease insider 
abuse of internal email. 
Various encryption sofiware is available depending on the envi ronment in 
which it will be applied. Applications include privacy, content integrity, 
authentication of passwords and 10, payment services and secure network 
access. 
Audit 
An electronic Budit a110ws organizations tJ capture infonnation abou t user 
daily interaction with the server or Pc. The audit automatically stores the 
infonnation about user access to files and makes changes to particular files or 
stored infonnation. The information that can be logged includes logins and 
logouts to various files and data bases, time of network access, use of 
administrator rights, changes of policy, type of information accessed from the 
internet. These logs are stored primarily for investigative purposes and can be 
used to detennine causes of problems or break-ins; however, they can also be 
used prC?actively to dctect system abuse or denial of service attacks. 
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To be effective, logs should be monitored on a regular basis and stored on 
a secure server where they cannot be changed by anyone. 
As mentioned earlie r, auditing systems are for forensic purposes and 
would be highly suitable for businesses such as health and defence related 
service providers where there is a critical need for security of infonnation and 
the ability to analyse allacks is required. 
~ Ma nagement 
The 2002 survey by AusCert (AUSCERT, 2002) of 75 Australian businesses 
from a cross- section of business types, indicated that 27% took appropriate 
recovery steps in the event of security incidents, 24% reviewed policies, 16% 
improved training and education, 14% installed new security technologies, 
[0% followed an incident response plan and 7% sought advice from a third 
party. In the same survey, 88 companies responded to a question about the 
most challenging aspects of computer security management as follows: 6Q01o 
said that changi ng users' attitudes and behaviour regarding computer security 
practices was the most difficult problem, 56% cited kecping up to date with 
threats and technology changes was the most difficult; 19% said cited risk 
management principles. 
Security guidelines are critical to the establishment of a security policy. 
Comprchensive securi ty guidelines can be obtained iom many sources. In 
particular the federa l government provides such guidelines, and numerous 
standards committees comprised of government, business and academic 
people develop and regularly update standards for security policy and 
practice. 
Examples of two organizations who provide securi ty guidelines in 
different fonnats arc the Standards Australia body whose IT 0 12 committee 
produces slandards documents such as AS/NZS 7799.2:2003 which assists 
organizations in the management of risk and specifics requirements based on 
ind ividual organizational needs, and ISACA, the international Infonnation 
Systems Audit and Control Foundation which fonnu lates international 
standard; by means of the COBIT framework 
(http ://www.isaca.org/cobit. lnm)toestablishgood IT practice by bridging the 
gaps between management, risk, security and control needs and technical 
issues. 
The 1998 Business Infonnation Security Survey, conducted by the UK 
National Computing Centre and available on their web site, detennined that 
49% of organizations with 100 or more employees had a defi ned security 
policy document, while only 23% of organizations with under 100 employees 
had such a document. (FURNELL, 20(0) go on to say that the difference in 
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attitude is likely to come from operational constraints faced by smaller 
organizations, including: 
• not having staff with specific security expertise; 
• L'lcking the fi nancial resources to buy in specialist consultancy or 
provide training for their staff; 
• lacking understanding of, or being dismissive of, the risks; 
• inability or unwillingness to focus upon security due to other business 
priorities. 
Risk ana lysis 
An analysis of the risks involved with the uptake ofe-business is an important 
pan of deciding the level of security needed to protect the business. For 
companies legally obliged 10 protect client infonnation (eg. the health or 
insurance industries) there is great risk in losi ng the information. Thus greater 
security measures than the average would be wonh additional investment of 
lime and money. 
A different kind of risk taken by an organization when it invests in new 
technology, is whether or not its potential future customers will have systems 
which complement theirs. Long tenn plans for expansion and an 
understanding of where the company's business is heading must be taken into 
account before dec isions to invest are made. 
For a lengthy list of risks to take into account when assessing business 
security, see (LI CHTENSTEIN and SWA TMAN, 2000). 
The literature contains examples ofmcthodologies which can be applied in 
a systematic way to help a business make risk assessments regarding security. 
Such a system is ODESSA (WARREN, 1997) designed to detennine 
organisational security requirements and appropriate countermeasures within 
the heallhcare sector. However, its structure is generic, penn itting application 
in various sectors, and to small and medium size organizat ions. 
Use of established networks such as private marketplaces which focus on 
well-known suppliers and encourage long-standing relationships may also 
minimize some risks for a company 
I'(uma n iss ues a nd policies 
In section 4, the fourth barrier mentioned was that of organizational culture. 
Recenl work of (LlCHTENSTEIN and SWATMAN, 2(00) based on a four 
year study recommends that the following be implemented: 
• the preparation of a business case for Internet connectivity; 
• the development of an Internet strategy which directs usage towards 
the alignment of business processes with business objectives; 
• the development of policies to underpin e-business security 
management; and 
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• an overall e·business security management programme. 
They point out also, that additlonal critical organisational measures include 
management commitment, Internet education and Internet security awareness. 
Rights, responsibilities and accountabi lities of employees and management 
should be clearly specified in operational plans. 
One of the most significant problems identified by Lichtenstein and 
Swatman is the misuse of Internet access in a business setting. Companies 
need to develop clear policy on this. The ability to access the Internet for 
personal use at certain tintes of the day might be viewed as a perqui site for 
employees. On the other hand, the risks involved with extensive Internet 
roaming might be considered to be too great to pennit such usage. 
Guidelines in these directions are very recent; we refer the reader to 
(GIGLIO, 1998; LI CHTENSTEIN, 2000) 
Edu ca ti on and train ing 
Education of staff is an essential componenl of implementing any e·security 
system. This can be as simple as dealing with good password management 
practice, to the implementation of access controls to various parts of the 
company data base, 10 full·seale training on forensic procedures to ensure that 
break·ins can be documented. 
The availability of comprehensive security guidelines is not a problem as 
there are numerous reliable resources available, some of which focus on small 
business issues and concerns. (See, for instance, http://www.auscert.org.3u; 
http://www.cert.org; http://www.sans.org/index.php; 
http://www4.gartncLcom/ lnit .) 
(FUR ELL, 2000) state that the problem is 'one of ensuring that security 
awareness occurs both in the first instance and as an ongoing factor of an 
organization's operation. The authors introduce a securi ty training tool whieh 
is a compu ler·based, interactive means of educating employees about security 
and how to deal with lapses and breakthroughs. It has as its components three 
modes: 
Exploration mode· with which the user can interrogate a countenneasure 
database to leam more about different types or security; 
Evaillation mode - through which the user can lest their understanding of 
security by applying counienneasures 10 example scenarios; and 
Author mode - which allows the creation of new scenarios and the 
specification of Ilppropriate counlenneasures to solve them. 
Case studies are also useful means of educating employees in how to deal 
with problems. An interesting such study of a small business which is faced 
with viral infections is presented in (LOVE, 2001). How the business 
responds in repiliring the problem and the follow·up methods implemented to 
retain security are described in detail. 
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Legal issues 
Any business procedures or mechanisms pul in place to protect the integrity of 
infom1ation communicated electronically must be supported by legislmive 
authority which first of all establishes such procedures and mechanisms as 
appropriate in the eyes of the law, and secondly describes the penalties to be 
applied to those who violate them. 
(McCONNELL, 2000) notes that 'Protection of intellectual property is 
essential to promote local e-business.' And goes on to argue that one of the 
key components in such protection is the 'strength and effect iveness of the 
legal framework to address and prosecute computer crimes, authorize digital 
signatures, and enable public key infrastructures'. Thus the law is required to 
provide, on the one hand, the empowennent of the communications security 
process by retaining to itself the authorization protocols, and on the other 
hand, appropriate definitions of computer crime and its consequences. 
With respect to this last point, it is clear that c"operation between 
government, business and law enforcement is required in order to arrive at an 
effective outcome. This in itself raises new queries about how this c" 
operation is to be manifested. 
A joint 2001 study by CSIRO and NOIE, prepared for the APEC 
Telecommunications and Information Working Group (GREENFIELD, 2001) 
points out that laws already enacted for business practices in general can 
usually be applied in the case of electronic business, but that problems begin 
to arise whcn businesses trade eross-oorder. In particular, which law applies 
where? As mentioned earlier in the paper, the McConnell report clearly 
indicates that not all countries are at the same level of e-business readiness, 
and therefore not able to deal with the legal issues entailed. This leaves SMEs 
particularly at risk in venturing into intemationaltrade. They have neither the 
resources nor the government lobby to assist them when things go wrong. 
• e-Security strategies for SMEs 
The following chart describes in simple lenns the approaches which can be 
taken by small and medium business in order 10 protect their electronic 
business systems. The first column divides businesses into four categories 
depending on thei r size and the type of data they must protect. Where the data 
is an integral pan of the business or is of panicular sensitivity, we classify it 
as 'high risk'. Otherwise, it is categorized as low to medium risk. The second 
column then describes the kinds of threat which must typically be considered. 
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Column three lists the standard technical solutions to such threats, while 
column four contains suggested e-security management approaches. 
We recommend virus protection and back-up strategies for all businesses. 
Firewalls should be implemented by all but lhe smallest busi nesses; but even 
in this case, where critical data is stored on computer, firewall protection is 
encouraged. Encryption is recommended where data is high risk. 
Appropriate Appropriate Business type T ypica l threats 
technil.:al solulioll manage ment 
solution 
Sma!! business Infection Virus protection Education 
Low-medium data risk Back-up 
Sma!! business Infection Virus protection Education & training 
High data risk Unauthorized access Back-up Risk analysis 
Software f"ircwa!! 
Authentication 
Encryption 
Medium business Abuse by employees Virus protection Education & training 
Low-medium d:lIa risk Infcction Back-up Policy 
Unauthorizcd access Hardware firewa!! 
Authentication 
Medium business Abuse by employees Virus protection Education & tnining 
High data risk Infection Back-up Policy 
Unauthorized access Hardware firewall Risk analysis 
Thcftlbreach of information Authentication Understanding of 
Audit legal issues 
Encrypt ion 
Figure]. e-Business SecurityStrategiel!or SAfes 
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• Conclusions 
We have identified the major concerns of small and medium business 
regardi ng the security available to support their use of electronic business, and 
we have identified barriers \0 the implemcnlation of such business, based on 
national and international studies and surveys from the last three years. 
We have focused particularly on the situation of small and medium Australian 
business and their concerns about the implementation of G-Business with 
respect to security and privacy issues. Resources available to these businesses 
within Australia which assist in allaying these concerns were detailed, and an 
e-security business strategy was proposed in Figure 2 . 
• Appendb: 
We repeat that this section simply lists security products that are available on 
the Australian market. No attempt has been made to test products or verify 
claims. 
Anti-virus !wJtwure 
Available commercial anti-virus software includes Symantec, McAfee, 
Panda, Sophos, Command, !'-Secure, e-Trust Inocu lutelT, Kaspersky, Solo, 
AnVir, RA V, f·Prol and Zondex Guard. In order to protect networks 
specifically from womlS and Trojans several products are available. For anti-
Trojan products include DiamondCS and Anti-Trojan, and for anti-wonn 
DiamondCS. 
Recol'ery 
The major playe rs in high-availability solutions are leading hardware 
vendors, of which the following are worth mentioning: Compaq, EMC, IBM, 
HP,Oraclc. 
We came across a few si tes which claimed that their high-availability 
solution was reasonably priced. Linux was one such site. However, we 
wou ld like to emphasize that a lack of LinuxiUnix system administrators in a 
company will result in an inability to maintain such a system. On the other 
hand, if the company is implementing a Linux-based system, adding a high-
availability solution would be a recommended route. 
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Independent rev iews of anti-virus software are available at 
hUD :lIwww.software-antivirus.COm/DrOL.t.3m1kasoersky-antivrus-review.html 
ICSA labs is a certifying lab for security software and its conclusions can be 
viewed at hnp:l/www.icsalabs.comlhtmllcommunitieslantiviruslindex.shtml 
Tabl e I. Anti-VirosUserpnceR.1nge 
Nu.rnber 0' Prier Range Number 0' Price Range 
Users per pfrso n in U.er. per Ilerson iu 
Australian dollars Auslralian dollars 
1 80 - 146 25 - 49 57 
-
80 
2 
-
, 70 - 130 s. - 99 4B - 6. 
,. 
- 2. 6. 
-
,. 100-
'" 
3. - 5. 
Firewalls 
Firewall appliances and software available on the market are numerous. 
We mention on ly a few of the leaders here. SonicWall, WatchGuard, 
BordcrManager, Symantec. Sygatc, NetScreen, Secure Computing, Blacklce 
and McAfee Firewall have different type of firewalls for a spectrum of 
enterprise sizes and requirements. 
As distinct from commercial systems, many medium size organizations 
design their own firewall architecture based on commonly available open 
source operating systems like Linux. Such solutions require less investment in 
software but might require additional set up and consulting costs. 
Software firewalls are usually purchased per PC and range from S50 to 
$200 depending on the quality. Hardware firewalls start at about $1200 for 
use with about twenty-five users, and can be upgraded to several hundred 
users for approximately $6500. 
Independent reviews of personal firewall software are available 011 
http://www.firewallgui:le.com/software.h tm 
ICSA labs references for certified firewall software can be found 011 
http://www.icsalabs.com/html/communitieslfirewallslindex.shtml 
These reviews refer to firewall software implementation on a single PC and so 
may not be appropriate for other than a micro business. 
A Ilt"ell/icalioll 
A directory of Australian business providing electronic authentication 
expertize can be found at www.aecma.asn.aulneac. Authentication software 
can also be rented relatively inexpensively. 
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£11 crJ1Jtio lll Dig itttl Sig lltltll res 
Vcrisign is the federal government encryption solution of choice but there 
are many other companies producing these products. Other major companies 
in Australia in this area are SecurePay, RSA Security, and Entrust, and their 
websites contain infonllation about their products. 
Verisign pricing is a function of the setup cost as well as the number of 
transactions. Set-up is $330 and $550 respectively, for 200 and 750 
transactions with respective monthly fees of $49.95 and SI49.95. To access 
business infom13tion anytime securely, Verisign Safe Secure Access software 
integrates with existing hardware and the annual cost, depending on the 
number of users, ranges from $ I ,300 to $12,100 per annum. 
For companies considering setting up an on-line payment system for the 
first time, recommended reading is the NOIE publication on Internet banking 
for business 10 be found at www.gov.au.publications. 
A udit 
The software eTrusl Audit by Computer Associltes stores all the logs from 
different OS environments and provides reports in a presentable fom1at. 
Computer Assoc iates eTrust Audit cost of ownership is S 1000 per server, 
which is an appropriate level of investmem for an SME requiring the service. 
Resources 
The following short li st of resources is added here as each onc provides 
substantial infonllation of use to small business and each is Australian 
based. This list is not intended to be comprehensive. 
www.auscert.org.aU/1 n f onllal i onl A uscen in f a/papers. hIm I 
www.dsd.gov.aulinfosec 
www.dsd.gov.au/la I ksJ A II scert2002. pd f 
ht! P :/Iwww.noie.gov.au/ Pro;eclS/CaseStudieslEcomtncrce/index.htm 
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